| Employse Rights of Employment

Medum

Falicaing a recommendation from 1he Internal Audior
reported ta Cauncifors ot the August 2020 Zoom meeting
regarting the legal responsibdity of the Ceuncil 1o the
employnes it was Resolved that the Council must maintain
a parsonnel Committae with appropriate counciliors as the
dissolytion of tha Paersannel Committee had broken staff
contracts and emplaymant rights.

An elfaciive parsonnal commetae with appropnate
membership 8 now In place and thara is continuad
warking by those members 10 regain e trust of
employees and 10 anaure that contracts of employmeants
are hoooured. This ncludes 8 review of schaduke of
meetings to ensure this s achesevable within the contracted
hours of staff employed. Worklcad is reviewed 1o aim o
work towards staff to be able 1o take ther holiday
entitiement which has nat been achievable peeviously

Dog Exchusion on Rype play area
Fancng now instaled around under 5s play ares

Allotment paymants kept in locked diawer — banked

All funds neid n regular bank accounts.
Two edacted counciliors sign cheques for payment aganst

Proper accounting practices and controls -

Financial Regulstions adepted

Annual intemal Sudt by indepandent suditor

Annual extemal sudt

Council warking tawards online danking and a pratocol for
appeoval of anfine payments 1o be imroduced

Fidelty Insurance caver
Councifiors review and approve payments.

Kays kept in ocked key safe Key 10 key cupboard lmited

DOG FOULING Urpleasant and risk 1o health in publc and Medium
PLAY AREA recreatonal areas
"MONEY & FINANCIAL Risk of lces of cash Low
PROCEDURES Loes of chagues (including theft) prompey
Loss of funds Low
invoces
Fraud or dishonesty of amployeas of Low
menbars
KEYS Risk of keys being taken or lost ar Low
unauthorised access

to Town Clevk and Assistant Town Chak only. Keys taken
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| out of the buildng to be signed o
LAPTOPS Risk of ioss of lapiop and dala High Faance 1apiop to be kept in locked drarwer whan not in
Mast risk {0 Finance laptop which has HMRC usa. NO asting or drinkang at dasks.
RT) mformation ~ this is the only laptop with Laptops for home warking to be kept oul of sight of
thes data and risk 10 non-payment of salarnes if wndows and urdocked doors
lest or damaged
NOTICE BOARDS Damage by vandalism Madium = Insured bt excess jevel may celsrmine ciam
|
BENCHES! SEATS Rsk of damage by vandalism Medium  Insuranos coves.

To be requialy checkec by handyperson
Renovation by Handypeson If required

- % Replacemeant when necessary
VILLAGE SIGNS Riak of damage by accdent or vandalism Medium  Panodic chedk by handypersan
Cleaning and Maintenance %o be camed out by handyman
I || 1 Professional refurbishment as required
STAIR LIFT AT GUILD ' Breaxdown i usa Low Annual service sgreement in placa
HALL Failure due 1o power aut Low Signage %0 infarm users
i | New stairlift with batiery back-up installed
DEFIBRILATORS - Failure to work Low Regular Inspectan by appanted contractor
1 X TOWN Replacement pans and serace aftar use
1 X COAST Vandalksm Medium | Inspections and seevicing by appornted contractor
1 x BANKS (Hopkirys) Ambulance Service made awarne of any
o inderruption to avaikabiiny
CONTRACTORS Irgury 1o st Laow Contractors awn Insurance cover.
Irgury 10 another person Low Contractors awn insurance cover.
- Damage to peoperty Low Contractors awn Insurance cover
COUNCILLORS I Injury 1o salf-whist an counct business Low Coundcd Persanal Accident insurance
i Legsi iabilty for magligent acl or accdental Low Counad insurance cover
" meree or omission
No councilior shad issue orders, instruchons or directions
n accordance with NALC Model Standing Orders. remind
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Acting wEhout authonsation

Risk of data kssf treach by Councllors

Risk of dale lossibreach by staf!

Low

Medium

Low

Councillors issued with guidance 1o Heir Imitatons
Cisclaimers on footer of emails.

Councilers to ensure that they do not share emasl
acdresses andior passwards with others.

Counciices have been issued with Lydd Taown Councl |
Pads and emall addrasses. | Pads remain the property of
the Town Councl ang may be remotely wiped if necessary.
Councilors to dispose of papar records in accorgance with
the Councifs policy

Under the Code of Conduct Councitiors must not dischoss
confidential infarmation

All breaches 1o be reporied to the Town Clevk immediately
who will then inform cur Dats Protection Officar and the
1O

All stadf reminded of being alert %o suspect amuils

Any emais, emad addresses or attachments which look
SUSPICioUs ama not openaed and are referred 1o IT provider
No indormation 1o be transfemred to a memaory sbck.
HMRC RTI infarmation backed up to the server
Professional anti-virus instaliag on all desitop compusers
and aptops.

Data bandiad n accordancs with GDPR

"DEEDS! MINUTE BOOKS /
INFORMATION

S
Loss or damage by fire or Tlood

Low
Low

Kapt n locked fire procf safe
Buiding has smose alanms

COMPUTER AND
EQUIPMENT

Risk of theft

Risk of access ¢ sabotage to infarmason by
unawthorised person

Rigk of dala loss

Buiiding jocked and alamed when empty nsurance
cover

Building locked wihen emply.

Passward required for 3008588 L0 computer dgala. Anti-virus
software in place. However, Cyber-afiacks are bacomng
more freguent across all users. Staff advisad not o open
suspicious amalls or click on bniks they sre ureune of,

1 Cioud storage back up via Infimi.

Compater backup goes 1o a Cloud backup server (Backup
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AT
PROTECTION
LEGISLATION

INFORMATION
MANAGEMENT
AND STORAGE

DATA

e by
unauthorsad parson

Risk of data loss
Risk of fines

Low

Medium

Exec) over a 25682 encrypted VPN tunnel and is storad on
this server, the Data 5 encrypted at point of backup via
Blowfish Encryption 80 at N paint apart from backup of
restore B the data unencryplad, It is replicated on a
sacond ganrer m tha cloud 1o ensuré Redundancy the
sacond server recaiving the data already encrypted Only
the Company Deectar of our IT pravider and his Solcilor
{Fredanc Had) have access to this. They hold the Infini Lid
Disaster recovery plan and Encrypted Sensifive Data.

The Council has appointed & Data Protecson Officar,
Satswana who has the expetiss and Insurance 1o deal
with GOPR matters ard FOI on bahall of the Council

The Council shall have pobcies and procadunes in piace 1o
respoand 1o an individual eaxercisng stalutary nghts
oconceming his persanal dota,

The Council shall have a written policy in place for
responding to and managng a personal data beeach

e Council shall keep a record of all persoral data
breaches comprsing the facts relatng ta the personal data
breach, its effacts and the ramedial action taken,

The Counci shall ensure that mformation communicated in
€5 privacy noliceds) B in an easily accessible and available
foerm and kepl up to date.

The Counci shall maintan & writlen record of s
processng activiies

The Caunal shall have in place lechnical and
organisational measures o keep sacure nformation
(including personal data) which it holds n paper and
aloctronic form. Such arangements shall include deciding
who has access %0 personal data and encryption of
persona data

The Councd shill have In place palcias for the retention
and safe destruction of all information (Nchding personad
data) which & holds in paper and alactrenve form. The
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| Councifs retantion policy shall confirm the perad for which
infarmation (Including personal data) shat be retained or #
this & not poaaibie the crtana used to determng Nt
period (&g, the Limilation Act 1980)

The agerda. papers hat support 1he aganda and the
mnutes of o meeating shad not discioss or othanvise
undermine canfidential information or parscnal data
without legal justfication

Councitiors, stafi, the Council's contractors and agents
shall net disclose confidential information or personal data
without legal [ussdication.

Paper recordsMias shall be kept in locked storage  area
and all confidential paper recardsfies kept behind two
locked doors.

Kaypad locks will be installed on offios doors to peevant
sooess where a data bveach may occur

Councillors and visftors not Lo have acoess to stafl only
areas.
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